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1. Cybersecurity Advanced

Program Title:
Cybersecurity Advanced

To provide participants with in-depth knowledge of advanced cybersecurity techniques, focusing on defending
against complex threats and applying best practices to secure enterprise systems.

Program Code: GGSC -QMI/ CSA/2/24
Duration: 32 hours — 8 sessions
Format: Combination of lectures, case studies, interactive discussions, and hands-on exercises

Resources: Advanced course materials, access to specialized cybersecurity tools and resources, certification exam

Program Objective: o equip participants with comprehensive expertise in advanced cybersecurity strategies,
emphasizing the defense against sophisticated threats and the implementation of best practices to protect enterprise
systems.
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1. Cybersecurity Advanced

Program Content:

. Module 1: Threat Modeling and Risk Analysis
Developing threat models
Advanced risk analysis techniques

Prioritizing security measures based on risk assessment

Module 2: Advanced Network Security
Securing enterprise networks
Implementing and managing intrusion detection and prevention systems (IDPS)

Network segmentation and zero-trust architecture
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1. Cybersecurity Advanced

. Module 3: Incident Response and Forensics
. Advanced incident response strategies
. Digital forensics and evidence collection

. Post-incident analysis and reporting

. Module 4: Cloud Security
. Security challenges in cloud environments
. Implementing cloud security best practices

. Managing hybrid and multi-cloud security
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1. Cybersecurity Advanced

Module 5: Advanced Endpoint Protection
Endpoint detection and response (EDR)
Implementing advanced malware protection techniques

Securing mobile and 10T devices

Module 6: Secure Application Development
Integrating security into the software development lifecycle (SDLC)
Secure coding practices and code reviews

Addressing vulnerabilities in web and mobile applications
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1. Cybersecurity Advanced

Module 7: Regulatory Compliance and Governance
Navigating global cybersecurity regulations
Developing and implementing compliance frameworks

Managing audits and certifications

Module 8: Future Trends in Cybersecurity
Emerging threats and technologies
The role of Al and machine learning in cybersecurity

Preparing for the next generation of cybersecurity challenges
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2. ISACA Certified Information Security Manager® Q3¢

(cisM®)
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Validate your proficiencies for handling the challenges and responsibilities

of a modern IT security manager with a CISM, which focuses on these
domains:
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2. ISACA Certified Information Security Manager®
(cisMe)
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ISACA hereby certifies that

has successfully met all requirements and is qualified as a Certified Information Security Manager;
in witness whereof, we have subscribed our signatures to this certificate

Requirements include prerequisite professional experience; adherence tothe ISACA Code of Professional
Ethics and the CISM continuing professional education policy; and passage of the CISM exam

[ 9 June 2016 31 January 2023

Cerylicate Nurnbes Date of Carylicaton Expraton Dy

22 1saca I

SACA Chiref Executve O llics

lalelelalelelalololalolelalelelaly
elelalelvialoldlalololaloloalolelale

CONCONCONCONCONCONCONCOND

German Group for Services & Consultancy “GGSC” Www.ggsc-consultancy.com



3. Head Offices

GGS

I German Group for Services & Consultancy “GGSC-QMI”

GERMAN GROUP
FOR SERVICES & NN -
CONSULTANCY

4

Kaiser Str. 55 | 60329 | Frankfurt am Main | Germany

Tel: +49 (0) 69 366 06 136

Fax: +49 (0) 69 366 01 559

Mail: info@ggsc-gmi.com

Web: www.ggsc-consultancy.com
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management & technology

75. Yil Mahallesi, 5310. Sokak, No: b
Yunusemre/Manisa | Greater izmir | Turkey
Tel: +90 850 804 05 85

cg@getucon.de

Google
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